Staunton Community Unit School District No. 6


 SEQ CHAPTER \h \r 1GUIDELINES FOR ACCEPTABLE USE OF COMPUTER NETWORK SYSTEM AND ELECTRONIC DEVICES
A.
Acceptable Use
The use of on-line network computer services must at all time be in support of education and research consistent with the educational objectives of Staunton Community Unit School District No 6. All users of computer network services and computers (the "Computer Network System") at the District must comply with all rules, regulations, guidelines, terms and conditions adopted both by the Administration and by classroom teachers and school staff members.

The Computer Network System shall include all computer hardware and software, all information accessed by Internet sites, E-mail, the District's web site, on-line services and bulletin board systems.  Use of the Computer Network System shall include accessing the system from any District owned computer terminal on District property and from any off campus computer terminal.  The District’s electronic network is part of the curriculum and is not a public forum.  
B.
Internet Safety


Each District computer with internet access shall have a filtering device that blocks 
entry to visual depictions that are: (1) obscene, (2) pornographic, or (3) harmful or 
inappropriate for students, as defined by the Children’s Internet Protection Act and as 
determined by the Superintendent or designee.  The Superintendent or designee shall 
enforce the use of such filtering devices.  The Superintendent or designee may disable the 
filtering device(s) for research or other lawful purposes.  The Superintendent or designee 
shall include measures in this policy’s implementation plan to address the following:
1. Limiting student access to inappropriate matter as well as restricting access to harmful materials;

2. Student safety and security when using electronic communications;

3. Limiting unauthorized access, including “hacking” and other unlawful activities; and

4. Limiting unauthorized disclosure, use, and dissemination of personal identification information.
C.
Privileges
Access to the Computer Network System is provided as a privilege by the District and may be revoked at any time.  Students and staff members should have no expectation of privacy in any material that is stored, transmitted, or received using the District’s electronic network or District computers.  Inappropriate use, which is up to the discretion of the Administration, may result in discipline, including the loss of computer use privileges.  The Administration, faculty and staff may request that computer privileges be denied, revoked, or suspended for users of the Computer Network System at any time.

D.
Prohibited Use
Unethical and unacceptable behavior as defined below is prohibited and shall result in disciplinary action which may include all discipline available under the District's policies, suspension or denial of Computer Network System privileges or appropriate legal action.  Unethical and unacceptable use of the Computer Network System shall include, but not be limited to:


1.
Use of the Computer Network System to access, retrieve, or view obscene or indecent materials.  Indecent materials are those materials which, in context, depict or describe in terms patently offensive, as measured by contemporary community standards, sexual activities or organs.  Obscene materials are those materials which, taken as a whole, appeal to the prurient interest in sex, which portray sexual conduct in a patently offensive way in which, taken as a whole, do not have any serious literary, artistic, political or scientific value.

2.
Use of the Computer Network System to access, retrieve, or view or disseminate any material in violation of any U.S. or state regulation or school policy.  This includes, but is not limited to, improper use of copyrighted material, improper use of passwords or access codes, disclosing any user's full name, home address, or phone number or that of another student or teacher.


3.
Use of the Computer Network System to transfer files of any software to or from the school computer.


4.
Use of the Computer Network System to engage in for-profit commercial activities, including advertising or sales. 


5.
Use of the Computer Network System in a manner that is directed toward or intended to harass, threaten, intimidate, or demean an individual or group of individuals because of sex, color, race, religion, handicap, national origin or sexual orientation.


6.
Use of the Computer Network System to substantially threaten or actually disrupt the educational process or interfere with the rights of others at any time, either during school days or after school hours.


7.
Use of the Computer Network System in any manner which intentionally disrupts the information network traffic or interferes with the network and/or connected systems.


8.
Use of the Computer Network System to gain unauthorized access to the files of others or vandalize the data or files of another user.


9.
Use of the Computer Network System to gain unauthorized access to resources or entities.


10.
Use of the Computer Network System to improperly forge or alter electronic mail messages or to use an account owned by another user.


11.
Use of the Computer Network System to invade the privacy of any individual.


12.
Use of the Computer Network System to download, copy, print or otherwise store or possess any data which might be considered in violation of these rules.

E.
Disclaimer
The District makes no warranties of any kind whether expressed or implied, for the Computer Network System which it is providing to students or personnel of the District.  The District will not be responsible for any damages suffered including the loss of data resulting from delays, non-deliveries, misdelivery, or service interruptions.  Use of any information obtained via the Computer Network System is at the user's own risk.  The District denies any responsibility for the accuracy or quality of information obtained through the Computer Network System.

F.
Security
Security in any Computer Network System is a high priority and must be a priority for all users.  If a student or member of the personnel of the District is aware of any security risk or abuse of the Computer Network System, the student of personnel member must notify a teacher or other staff member immediately.  Students and personnel are prohibited from sharing their log-in ID or password to any other individual.  Any attempt to log in as another individual onto the Computer Network System will result in immediate cancellation of system privileges.

G.
Vandalism
Any vandalism or attempted vandalism (physical or electronic) to District computers, the District network, files of others or to the Computer Network System in any way is prohibited, and will result in immediate cancellation of Computer Network System privileges, disciplinary action and potential legal action.  Vandalism includes, but is not limited to, the downloading, uploading, or creation of computer viruses.

H.
Sanctions
If any Computer Network System user engages in any of the prohibited acts listed above, the user shall be subject to discipline which may include discipline as provided in the District's policies, suspension or revocation of Network privileges and appropriate legal action.
Electronic Device(s)

Students bringing an electronic device are to have it turned off and kept out of sight 
during school hours. The first time a student has an electronic device that is turned on or 
being used during school hours, such device will be confiscated and taken to the building 
principal’s office. The student should go to the office following the dismissal of school 
for return of the device. The second time a student has an electronic device turned on or 
being used during school hours, such device will be confiscated and taken to the building 
principal’s office. Parental/guardian contact will be made immediately upon occurrence 
of the second violation. A parent/guardian will be required to retrieve the electronic 
device from the building principal’s office. The third and subsequent time a student has 
an electronic device turned on or being used during school hours, such device will be 
confiscated and taken to the building principal’s office. The electronic device will be kept 
in the building principal’s office for seven calendar days. The student and parent are 
required to attend a conference with the building principal to explain why the electronic 

device(s) was being used during school hours. The administration will not keep electronic 
devices during Thanksgiving holiday, December holiday, or Spring break when students 
are not in attendance. If at any time, an electronic device is being used in any manner that 
is deemed inappropriate, illegal, and/or disruptive, such device will be given to the proper 
authorities. No student shall take photographs during school hours with cell phones or 
other digital media.
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